OTC Student Wireless Network

(Connection Instructionsfor Windows 7 Windows VistaWindows XP
MAC OSAndiPhon€d iPod Touch

Note: The OTC student wireless network conforms to the IEEE 8athijlprotocol and
standards.
Warning: Wirelessnetworks are not secure. Examples of actions that should not be conducted on

wireless networks include transferring credit card information and logging onto a site or
computer with a password. This information can be captured and used by other people.



Connecting to the OTC Wireless Network

This document outlines the steps to connect to the OTC wireless network with your laptop or other
wireless enabled device. These instructions are not intended to bebstefep instructions, but a guide
to the basc configuration needed to connect to the wireless network.

If you encounter problemiconfiguring your wireless devigcstop by the Student Help Desk in the IC
Atrium, call thelT Computer Help Desk at 4447-7548, or come to the IT Computer Help Destraff
Hal 203. We wilprovide limited support for personal laptops that are experienégsgies accessing
the OTC wireless netwarlDue to staffing resources we may have to set up a time for you to bring in
the laptop to look at the issue.

As per he OTC Computer User Agreementine gaming is not supported

Before accessing the wireless network for the first time, you need to have your OTC account password
changed from the default. You can change your password by logging on to a campus coifipaite
ICE 223 OpeB@omputer Lalandthe kiosks computerare available for your use.

To connect to the studentirelessnetwork you need the following:
Network ldentification (ESID, SSID) SSID otc-wifi
Network Security Key (WPARSK, Personal) Key: otc-wifi
OTQusernameand Password

The network identification is case sensitive. The OTC wireless network is available to current OTC
students. The student wireless networloic-wifi) will provideaccess to the Internatnly, not to any
resources of the OTC internal network.

You will need to enter the above information into the configuration of your wireless neteank so

you can gain access to the network. Once you have your network device configured and you are in a
coverage area you should be able to connect toghelent wireless networkAll student common

areas have wireless coveragéor maps showing coverage ardaseach building visit the OTC web

site athttp://www.otc.edu/techhelp/techhelp.php

The first step is to install the drivers for the wireless device. Normally device drivers are on a CD
provided with the device. Install the wireless device in the appropriate slot and start your computer.
TheFound New Hardware Wizarshould appeaftin Windows). Insert the drivadisk provided and
follow the prompts through the install process. After the install is complete you will need to perform
some configuration tasks.

The screen shots and examp®wn in this document are taken from a common configuration utility
installed on the specified operating system. The configuration utility used is the one prderded

several wireless network cards.

Follow thesenstructions to ensure that all componesiprotocols are selected and configured correctly.


http://www.otc.edu/techhelp/techhelp.php

Windows 7 7 SP1

Left-click theNetwork Connectiongon in the notification area on the taskbar.
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Left-click theotc-wifi network located in theWireless Network Connectidist.

Select theConnectautomaticaly checkbox, then leftlick Connect

Enter the Network Security Key and click OK.

Type the network security key

Security key: otc-wifi

| Hide characters




SelectPublic Networkhen Closefrom the Set Network Location dialog box.

== Public network

If you don't recognize all the computers on the netwerk (for example, you're in
a coffee shop or airport, or you have mobile broadband], this is a public
network and is not trusted.

Open Internet Explorer, or preferred browser. The first page that comesthe &cceptable use
agreement for OTC. You will need to read through this. At the bottom, there is a place to type in your
username and password. This is your OTC username and domain password.



Windows Vistaz SP2

Leftclickthe start menu, then rightlickNetwork LeftclickProperties
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Left-clickthe Manually create a network profileption.

U 1 Manually connect to a wireless network
How do you want to add a network?

gk Add a network that is in range of this computer
-

This shows you a list of networks that are currently available and lets you connect
to one, Once you connect, a profile for the network s saved on your computer.
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security key (if applicable].

This creates a new network profile or locates an existing network and saves a profile
for the network on your cemputer. You need te know the network name (SSID) and

‘,.{L Create an ad hoc network

This creates a temporary network for sharing files or an Intemet connection

Cancel

Type in the appropriate SSIGt¢-wifi).
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Enter information for the wireless network you want to add

Network name: otc-wifi
Security type: [WPAZ-PersonaI
Encryption type: [AES

Security Key/Passphrase: sesssssssons

| Display characters

[V] Start this connection automatically

[7] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Change Security type ¥&WPA2-Personal

Change the Encryption type &ES

Enter the Network Security KiBassphrase

Leftclick Next




Leftclick Close
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* Connect to..
Qpen the "Connect to a network” dialog so T can connect.
% Change connection settings
Open the connection properties so that ] can change the settings.

Open Internet Explorer, or preferred browser. The first page that comes up is the acceptable use
agreement for OTC. You wited to read through this. At the bottom, there is a place to type in your
username and password. This is your OTC username and domain password.



Windows XPz SP3

Open My Computer by leftlicking on the start menu, then leffickingMy Computer
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On the next window, rightlick on the appropriate network device (it should say Wireless).

LeftclickProperties
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On the Wheless Network Connection Properties dialogue box that appears, singtdid&finternet
Protocol (TCP/IRd select it,then left-clickproperties
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Leftclickthe Wireless Networktab at the top. Left-click theAddbutton.
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Type in the appropriate SSIGt¢-wifi).

Wireless network properties

ssociation || Authentication | Connection |

Network name (SSID): otc-wifi ‘

[] Connect even if this network is not broadcasting
Wireless network key

This network requires a key for the following:

Network Authentication: |WPA2-PSK v|

Data encryption: [ AES v

[] This is a computer-to-computer (ad hoc) network ; wireless
access points are not used

[ 0K ][ Cancel ]

Set the authentication type t8&WPA2PSKand the Data encryption t&ES LeftclickOK



Theotc-wifi SSID should appear in youeferred networks list. LeftlickView Wireless Networks

-4 Wireless Network Connection Properties ,EHX‘

General | Wireless Networks | Advanced|

Use Windows to configure my wireless network settings

Awvailable networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

View Wireless Networks
Preferred networks:

Automatically cont vailable networks in the order listed
below:

A otewif (Automatic) ~ Moveuw

Move down |

I' Add... i Remove Properties
Leam about setting up wireless network
st

Selecwotc-wifi and leftclickConnect

Enter the Network Security Key then cl€&nnect

Open Internet Explorer, or preferred browser. The first page that comes up is the acceptable use
agreement for OTC. You will need to read through this. At the bottom, there is a place to type in your
username and password. This is your OTC username and domain password.



